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DATA SHARING AGREEMENT
BETWEEN
MICHIGAN DEPARTMENT OF STATE
AND
ROCKTHEVOTE
FOR
AN APPLICATION PROCESSING INTERFACE (API) CONNECTION TO ONLINE VOTER REGISTRATION

1. Introduction

This Data Sharing Agreement (DSA) is between the Michigan Department of State
(MDOS) and RockTheVote (Partner Agency). MDOS and Partner Agency are collectively
referred to as the parties.

The Partner Agency is the party that is collectin+g and sharing data with MDOS under
this DSA. MDOS will be receiving and validating the data submitted by RockTheVote. The data
will be received by the Online Voter Registration (OVR) system and validated against the
Mainframe. Each eligible voter registration will be processed and recorded by the Michigan
Department of State.

This DSA establishes the conditions under which MDOS agrees to receive privileged data
from the Partner Agency (the data) and it provides for the protection of that data. It also
identifies the responsibilities of each party and establishes terms governing the use, disclosure,
and disposition of the data.

2. Purpose

The data will be used by the Partner Agency only as is expressly agreed upon by the
parties under this DSA. Access to the data by any party or for any purpose not identified in this
DSA is strictly forbidden. Data provided by MDOS remains the property of MDOS.

Partner Agency will send data collected from prospective voters on their website, via
the Application Processing Interface (API), to the Michigan Online Voter Registration. The API
will transmit all required information necessary to complete a voter registration transaction via
the Online Voter Registration.
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1. Introduction

This Data Sharing Agreement (DSA) is between the Michigan Department of State
(MDOS) and RockTheVote (Partner Agency). MDOS and Partner Agency are collectively
referred to as the parties.

The Partner Agency is the party that is collectin+g and sharing data with MDOS under
this DSA. MDOS will be receiving and validating the data submitted by RockTheVote. The data
will be received by the Online Voter Registration (OVR) system and validated against the
Mainframe. Each eligible voter registration will be processed and recorded by the Michigan
Department of State.

This DSA establishes the conditions under which MDOS agrees to receive privileged data
from the Partner Agency (the data) and it provides for the protection of that data. It also
identifies the responsibilities of each party and establishes terms governing the use, disclosure,
and disposition of the data.

2. Purpose

The data will be used by the Partner Agency only as is expressly agreed upon by the
parties under this DSA. Access to the data by any party or for any purpose not identified in this
DSA is strictly forbidden. Data provided by MDOS remains the property of MDOS.

Partner Agency will send data collected from prospective voters on their website, via
the Application Processing Interface (API), to the Michigan Online Voter Registration. The API
will transmit all required information necessary to complete a voter registration transaction via
the Online Voter Registration.
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3. Data To Be Shared

Partner Agency will provide MDOS with the data required to complete an online voter
registration. Partner agency will provide full name, Michigan Driver License/Personal
Identification number, birthdate, eye color, and last four digits of the social security number.
MDOS will provide the Partner Agency with basic (approval or rejection notification)
information related to the status of each submitted voter registration. The Data provided by
MDOS remains the sole and exclusive property of the MDOS.

4, Method of Transfer

The data will be shared by the following means:

] File drop

1 Secure file transfer

L] Encrypted email attachment

[ Encrypted file on a removable storage device
L1 File Transfer Service

[ Data warehouse

1 Paper (hard copy)

[ Fax

] Online access

Other: (describe) RockTheVote will establish an Application Programming Interface (API) with
the State of Michigan’s Online Voter Registration (OVR)

MDOS requires that all data should be encrypted at rest and in transit in compliance with DTMB
standards.

5. Frequency of Transfer

The data to be shared under this DSA will be transferred only at a frequency and for a
period of time as is necessary to meet the purpose stated in §2 above. The frequency is
expected to be on-going and the duration will be until one party agrees to discontinue
transfers.

6. Availability of Data
MDOS reserves the right to schedule the time and duration of the availability of
electronic access to the Online Voter Registration. MDOS does not guarantee continuous

availability during scheduled times, but will use reasonable efforts to make the Online Voter
Registration available as agreed under this DSA.
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7. Legal Authority

MDOS. MDOS shall adhere to all federal and state laws and regulations pertaining to
sharing the requested data, including but not limited to: the Identity Theft Protection Act, MCL
§ 445.61 et. seq., the Social Security Number Privacy Act, MCL § 445.81 et. seq., and Fair Credit
Reporting Act, 15 U.S. Code § 1681 et seq.

Partner Agency. The Partner Agency acts under an established authority to collect the
data. The Partner Agency collects data from Michigan residents and provides the information
through the API. This API is established only to assist Michigan citizens with registering to vote.
The Partner Agency shall adhere to the DPPA, Identity Theft Protection Act, Fair Credit
Reporting Act, and the Social Security Number Privacy Act, as applicable.

8. Notices and Consents

To the extent required by law, regulations, or rules, MDOS and the partner agency
covenant that appropriate notices, consents, and authorizations have been and will continue to
be obtained from the individuals and entities the data concerns. Notices will include how data
obtained from the individuals and entities the data concerns will be used and stored.

9. Data Classification

The MDOS has classified the data using DTMB Technical Standard No. 1340.00.14,
Information Technology Information Security.

The data classification level for the data shared under this DSA is confidential.
The security categorization is moderate.

The minimum security controls and control enhancements derive from the National
Institute of Standards and Technology (NIST) SP 800-53, Recommended Security Controls for
Federal Information Systems. The minimum baseline security controls are the starting point for
the security control selection process, and are the basis from which controls and control
enhancements may be removed, added or customized to achieve the level of security
protection required for the data or information system.

Additional security controls that are not addressed in the NIST SP 800-53 Security
Controls may be required based on regulatory compliance or by contractual obligation. The
MDOS considers all non-publicly available data to be considered a minimal classification of
confidential with a potential moderate data impact level. The additional security controls
associated with the data include: The API is built using a NIST approved process.
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10. MDOS’ Responsibilities
MDOS must:

a. Provide Partner Agency with access to the data consistent with law, regulations, rules,
and contractual obligations, and the terms and conditions of this DSA.

b. If necessary, work with Partner Agency and the Department of Technology,
Management, and Budget (DTMB) to facilitate the sharing of data under this DSA.

c. Perform access reviews to ensure that Partner Agency has established and uses
adequate administrative, technical, and physical safeguards to protect data from
unauthorized disclosure.

d. Perform annual reviews to ensure each person with access to MDOS’ data: (1) needs
and uses the data in connection with their State work duties and (2) understands their
responsibility in protecting the data. MDOS may perform onsite inspections of Partner
Agency’s premises to ensure compliance with this DSA.

11. Partner Agency’s Responsibilities

Partner Agency must:

a.

b.

Draft

Protect the data. Partner Agency must establish and use appropriate administrative,
technical, and physical safeguards to protect the data from being accessed, used,
disclosed, or stored in a manner other than as provided in this DSA. Protocols must be
in writing and provided to the MDQOS upon request.

i. Administrative safeguards include policies, procedures, training, and
other measures designed to carry out security requirements. For
example, appointing a security officer or implementing an incident
response plan.

ii. Physical safeguards include limitation of access to physical areas of
information systems. For example, implementing a clean-desk policy,
requiring locked file cabinets, or use of identification cards to access
certain areas.

iii. Technical safeguards include automated processes used to protect and
control access to data on information systems. Examples include
encryption, use of passwords, and data loss prevention tools.

Create a security policy pertaining to the data. A security policy is a written document
describing the system in terms of categories of data processed, users allowed access,
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and access rules between the users and the data. It describes procedures to prevent
unauthorized access by clearing all protected data on storage objects before they are
allocated or reallocated out of or into each system. Further security protocols using
password protection and authentication must be provided where the computer system
contains information for more than one program, project, office, or agency so that
personnel do not have unauthorized or unlimited access. Partner Agency must provide
MDOS with a copy of the security policy upon request.

Maintain a log of the data received from MDOS. The log must contain the data
requested; purpose of request; date data received; name of
agency/division/unit/employee making the request; name of other employees who may
have access; date destroyed; and method of destruction. MDOS may require Partner
Agency to include categories of information in addition to those listed in this subsection.
The log must be retained by the Partner Agency for either term of agreement plus five
years, or according to agency retention schedule, whichever is longer. Partner Agency
must provide MDOS with a copy of the log upon request.

Use the data only for the stated purpose. Partner Agency will use the data provided
under this DSA solely for the purpose identified in §2 above.

Limit access to the data provided under this DSA to those specifically listed in Schedule
B.

Limit access to the data provided under this DSA to the agents, contractors, and
subcontractors who require access to the data to perform the intended activities on
behalf of Partner Agency, upon review and written permission by MDOS. Agents,
contractors, and subcontractors must agree in writing to the same or more stringent
terms and conditions of this DSA The Partner Agency must provide a copy of the written
agreements referenced here upon the request of MDOS.

Minimize data requests, usage, and disclosures. Partner Agency will request, use, and
disclose only the minimum amount of data necessary to fulfill the purposes of this DSA.

Not disclose the data except as expressly permitted in this DSA or as required by law.
Except as otherwise provided in this DSA, Partner Agency will not disclose the data to
others.

Exempt data from disclosure under FOIA when permitted. Partner Agency will not
disclose the data in response to a request under the Freedom of Information Act (FOIA),
MCL 15.231, et seq. unless the law requires (and not merely permits) disclosure.

Partner Party must exempt the data from disclosure under FOIA when permitted by law.
If Partner Agency determines the law requires disclosure of the data under FOIA,
Partner Agency will notify MDOS prior to making any disclosures of data not intended
under this DSA. Exceptions to this subsection include:
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data that was already in Partner Agency’s possession without an
obligation of confidentiality;

data that was developed independently by the Partner Agency;

data that was obtained from a source other than MDOS without an
obligation of confidentiality; or

data that was or is publicly available when received, or thereafter
became publicly available (other than through any unauthorized
disclosure by the Partner Agency).

j.  Comply with retention and disposal schedules. Partner Agency’s must destroy the
data, including copies of the data, upon completion of the purpose stated in §2,
consistent with applicable law and State record retention and disposal schedules.
Partner Agency must provide written certification of data destruction if requested by

MDOS.

12. Training

By executing this DSA, Partner Agency certifies that the driver, and vehicle, and related
records obtained by Partner Agency will be used in compliance with the federal DPPA and
related Michigan driver privacy legislation. Partner Agency understands that the willful,
unauthorized use or improper re-disclosure of personal information or highly restricted
personal information obtained under this DSA could subject an individual to criminal penalties
imposed by law. DOS will provide, and Partner Agency will mandate, DPPA training to all
persons that will access DOS data. Failure to comply with this section is a material breach and
grounds for termination of this DSA.

13. Costs and Damages

Partner Agency agrees to reimburse MDOS for all documented costs incurred to
implement this DSA, including but not limited to, hardware, storage, and communication charges,
as well as DTMB staff costs. Partner Agency will be charged for necessary programming changes
at the applicable DTMB rates.

Partner Agency further agrees that they shall be responsible for all database
administration functions, including database backup, and that they shall pay all costs related to
operating and maintaining the data supplied by MDOS. Partner Agency further agrees that they
will not impose, or seek to impose, any audit requirement or audit cost upon MDOS as a result

of this DSA.
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Each party will be responsible for its own costs, losses, and damages related to the
sharing of data under this DSA except as otherwise provided in §14 below. Neither party will be
liable to the other for any claim related to or arising under this DSA for consequential,
incidental, indirect, or special damages.

14. Security Breach Notification

Partner Agency must adhere to DTMB Technical Procedure No. 1340.00.01.02, How to
Handle a Breach of Personal Identifiable/Sensitive Information Incidents. Partner Agency must
implement internal policies and procedures for reporting data security incidents and provide
MDOS a copy upon request. Partner Agency’s internal policies and procedures for data security
incidents must be as stringent as or more stringent than MDOS'’s.

Notwithstanding any internal policy to the contrary, if Partner Agency discovers any
“suspected or actual” use or disclosure of MDOS’s data not provided for under this DSA, the
Partner Agency must report it to MDOS within one business day of the breach or suspected
breach being identified. The parties will cooperate with one another to investigate, mitigate,
and remedy unauthorized access, use, or disclosure of the data.

Partner Agency must identify through audits or other available means entities or
persons who improperly access, use, or disclose the data.

If any act, error, omission, negligence, misconduct, and/ or breach by Partner Agency or
its contractor compromises the security, confidentiality, or integrity of the data, Partner Agency
will take all reasonable actions required to comply with applicable law as a result of such
security incident and assumes full responsibility for any associated costs and duties, including
but not limited to notification of affected individuals and entities, and if requested by MDOS,
will provide credit and identity monitoring services for 24 months to affected individuals.

15. Accuracy

MDOS will use reasonable efforts to ensure the completeness, accuracy, and timeliness
of the data provided under this DSA. However, MDOS cannot guarantee data accuracy and will
therefore not be held responsible for any damage to Partner Agency resulting from the
disclosure or use of data that is inaccurate, incomplete, or outdated.

16. Cooperation; Execution of Additional Agreements

The parties will execute such documents as may be necessary to realize the intentions of
this DSA or comply with law. The parties will also require third parties to execute such
documents as may be necessary to realize the intentions of this DSA or comply with law, prior
to granting the third-party access to the data. Examples include business associate and non-
disclosure agreements.
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17. Issue Resolution

The parties will work collectively to resolve system issues relative to Partner Agency’s
access to the data. Additionally, upon the request of either party, the parties will convene as
reasonably necessary for the purpose of resolving problems that may arise in the
administration or enforcement of this DSA. The parties will exchange documentation as
reasonably necessary to identify and explain issues and positions. Any portion of this DSA that
may be subject to interpretation will be addressed at these meetings.

18. Notices

Notices and other written communications must be addressed to the individuals below
or their successors. Parties may amend contact information by providing written notice of the
change to the other party. Notices or other written communications required or related to this
DSA must be in writing and delivered in person or by email.

For MDOS: For Partner Agency:
Melissa Smiley, Chief of Staff Carolyn DeWitt, Executive Director
430 W. Allegan RockTheVote

Lansing, M| 48933 1440 G Street NW
(517) 335-2436 Washington, DC 20005
SmileyM1@michigan.gov 202-719-9910

With copy to:

Michael J. Brady, Chief Legal Director

430 W. Allegan

Lansing, M| 48933

517-599-7343

bradym@michigan.gov

19. Compliance Monitoring

On at least an annual basis, the parties will review the practices and procedures outlined
in this DSA to ensure compliance with the terms of the DSA and the law. The parties will
provide the results of such reviews to the other party upon written request. The parties will
also ensure that they take appropriate measures to ensure that information about the DSA is
kept up-to-date. The parties have designated the individuals listed below as responsible for this
section.

Main Point of Contact for MDOS: Jonathan Brater, Bureau of Elections Director

10
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Main Point of Contact for RockTheVote: Carolyn DeWitt, Executive Director
The parties also recognize that this DSA is subject to compliance audits, investigations,
and reviews as provided by law.
20. Amendments
This DSA may be amended by written agreement of the parties. If amendment to this
DSA is required to comply with federal or State laws, rules, or regulations, the parties will
promptly enter into negotiations to meet those legal requirements.
21. Effective Date and Term
This DSA is effective as of April 25, 2020 and will expire on April 1%, 2025, unless
terminated under §22. The DSA may be renewed by amending the DSA. Parties will meet no
less than 30 days prior to the end of this term to begin renewal process.

22. Termination

This DSA may be terminated for any reason by either party upon 30 days’ prior written
notice to the other party.

23. Survival
The rights, obligations, and conditions set forth in §10, MDOS'’s Responsibilities; §11,
Partner Agency’s Responsibilities; and any right, obligation, or condition that, by its express
terms or nature and context is intended to survive the termination or expiration of this DSA,
survives any such termination or expiration.

24. Entire Agreement

This DSA replaces and supersedes all prior agreements between the parties relating to
the subject matter of this DSA.

25. Execution
This DSA may be executed in counterparts, each of which is deemed to be an original,
and all of which taken together constitutes one and the same instrument. The signature of any

party transmitted by email is binding.

26. Successors; Assignment

11
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This DSA insures to the benefit of and is binding upon the parties, their respective
successors-in-interest by way of reorganization, operation of law, or otherwise, and their
permitted assigns. Neither party may assign this DSA to any other party without the prior
approval of the other party.

27. No Third-Party Beneficiaries

This DSA does not confer any rights or remedies upon any person or entity other than
the parties and their respective successors-in-interest by way of reorganization, operation of
law, or otherwise, and their permitted assigns.

28. Authority to Bind

Each person signing this DSA represents that he or she is duly authorized to execute this
DSA on behalf of the responsible agency.

For MDOS:

Jonathan Brater Date
Director, Bureau of Elections

For Partner Agency:

Carolyn DeWitt Date
Executive Director, RockTheVote

12
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Schedule A
Data To Be Shared and File Formats of the Data

Data to Be Shared

File Format

Full name (Middle Name, if applicable),
Michigan Driver License/Personal
Identification number, birthdate, eye
color, and last four digits of the social
security number.

This data will be transmitted from
RockTheVote to the State of Michigan
via a Application Processing Interface

(API). The file format will be a JSON
string.
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Data Elements

Schedule B
State Employees with Data Access Privileges
This access is the same as the general public. The general public does not authenticate to the

OVR application. However, during completion of the application the OVR application sends
information submitted in the application to the Driver License (DL) Mainframe to validate if the
person completing the application has a valid driver's license or Personal Identification Card
(PID). The data elements used to validate if the person is a registered voter on the mainframe
include the following: full name, driver's license or state id number, birthdate, eye color, and
SSN4 (specified in MCL 168.509ii). This information will be used to notify the general public
whether or not they have a valid driver's license or state id and if they are allowed to register to
vote.

If a SOM Employee needs to view the data submitted by the general public, they would use
their standard QVF user ID and password to access the information.

1 (One) - State Administrative Manager
7 (Seven) — Departmental Analysts

2 (Two) — Departmental Technicians
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Schedule C
Security Procedures for Partner Agency

Rock the Vote is compliant with the NIST 800-53 and Virginia SEC 525 security standards, and
the organization underwent an external audit from ImpactMakers in 2018 to certify compliance
with both standards.

Rock the Vote maintains several NIST-based internal security policies and processes, including
but not limited to:

- Software development lifecycle;

- Hosting contingency plan;

- Hosting quarterly review process;

- Disaster recovery plan (DRP) and business continuity plan (BCP);

- Info system security plan (SSP);

- Configuration management plan (CMP);

- Incident response plan (IRP);

- Business impact analysis (BIA).

Rock the Vote runs quarterly vulnerability scans using a third-party software (Qualys), runs
monthly log file audits, receives and follows recommended GitHub security alerts for vulnerable
dependencies, forces quarterly password resets for all system, and has automated password
resets for inactive accounts, etc.

Rock the Vote’s Online Voter Registration Platform is a cloud-deployed Ruby application on an
AWS environment, with infrastructure built using a certified AWS architect. Rock the Vote uses
an external firewall service (Sucuri), DDoS mitigation and prevention, and IP-based restrictions
to continually monitor, log, and deflect any attempts to penetrate the system.

15
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Schedule D
Third-Party with Data Access Privileges

Rock the Vote volunteers never have access to or can see the State of Michigan’s APIl. Only Rock
the Vote’s Data Privacy Officer (David Pruter) and other Rock the Vote employees, as
designated solely on an as-needed basis by the Data Privacy Officer, will have access to API
keys/tokens.

Only certain Rock the Vote employees with white-listed IPs can access non-sensitive user data
from the Online Voter Registration Platform. No Rock the Vote employees, volunteers, or
affiliates ever have access to Pll such as SSNs or driver’s license/ID numbers.
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